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Important Topic:  
Stay safe by learning to identify 
and avoid impersonation scams 
During this time of year, we often see a surge 
in impersonation scams. Stay safe by learning 
to identify and avoid them.

Scammers move quickly by changing tactics 
to avoid detection. In impersonation scams, a 
scammer pretends to be a trusted company 
and reaches out to try to get access to 
sensitive information like social insurance 
numbers, bank information, or Amazon 
account details. 

Below is a video from Dr. Preet Banerjee 
who is currently a consultant to the wealth 
management industry, specializing in the 
commercial application of behavioral 
economics.  He delves into the future of 
scamming with AI (artificial intelligence).  

https://www.youtube.com/watch?v=d3626gL14lM

Scam Trend: 
Email attachment scams 
Scammers send emails posing as Amazon or 
other companies you likely deal with.  These 
include pdf attachments stating that your 

account will be suspended or put on hold. 
These attachments prompt you to click on a link 
to “update your account” but it is a fraudulent 
link.   These links lure you to provide personal 
information such as payment information or 
account login credentials. 

Do not click on any links without authenticating 
the email or verifying the link. 

Do not provide your information.  It is very rare 
(assume never) that a web site would ask you 
to enter confidential personal information.  If 
in any doubt call the company.

Membership scams
These are unexpected calls/texts/emails that 
refer to a costly membership fee or an issue 
with your membership and ask you to confirm 
or cancel the charge. These scammers try 
to convince you to provide payment or bank 
account information in order to reinstate the 
membership. 
Do not provide any information.
You can always log into the company’s 
website or call the company if you think there 
could be a membership issue. 

6 AM scam

Scammers have taken to calling at 6 AM 
with an urgent notification about fraud or 
suspicious activity on your account (bank, 
credit card etc).  The goal is to find you a 
sleep and thus confused at the beginning 
of the conversation.  They sound legitimate 
(they are good at what they do) and soon ask 
for personal information.  No one should be 
calling you at 6 AM.

https://www.youtube.com/watch?v=d3626gL14lM
https://www.youtube.com/watch?v=d3626gL14lM 
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If you are concerned that it could be true, call 
them.  That way you know you are speaking 
to the right people.

Here are some important tips to identify scams 
and keep your account and information safe: 

1. Trust the company’s own website 

Always go directly to the company website.  
Do not go through provided links.  

If anyone contacts you, call them back at the 
number you have on record.  Do not use any 
numbers they give you.

If for example, TD Bank calls about an issue, 
hang up and call the number on the back of 
your debit or credit card.

2. Be wary of false urgency. 

Scammers may try to create a sense of 
urgency to persuade you to do what they’re 
asking. Be wary any time someone tries to 
convince you that you must act now. 

3. Never pay over the phone. 

Unless you initiated the call, never provide 
payment information, including gift cards (or 

“verification cards,” as some scammers call 
them) for products or services over the phone. 

4. Verify links first. 

Review the link for misspellings or repeated 
characters. Legitimate websites contain the 
proper websites, such as “Companyname.ca” 
or “companyname.ca/support.” 

Go directly to the company’s website when 
seeking their help, or to make changes to your 
account. 

5. Verify email senders. 

Legitimate emails contain “@companyname.
ca”. In your web browser, hover over the 
display name under “From” to see full sender 
address. Look for misspellings or added or 
substituted characters. If there is anything 
out of the ordinary, delete it.

Market Update – November 2023
Markets in November were quite strong with 
almost every market posting positive returns, 
some as high as 9%.  These results reversed 
most , if not all, of the negative returns posted 
over the past four months.   We still have one 
more month in 2023, but currently we would 
describe 2023 as volatile, somewhat painful, 
but ending up quite average.

Index Month Year to Date

Bonds FTSE Canada Universe Bond Index - CAD 4.50% 3.00%

Canadian Equity - S&P/TSX 60 Index - CAD 7.90% 7.50%

US Equity – S&P 500 - USD 8.80% 19.20%

International – MSCI EAFE Index - USD 8.20% 12.40%

Emerging Markets - MSCI Emerging Markets Index - CAD 5.40% 5.40%

Real Estate -  Dow Jones® Global Real Estate Index - USD 10.50% 1.30%

S&P/TSX Preferred Share Index - CAD 9.10% 4.80%
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Note that volatile and painful can be used to 
describe, at least a part of, almost any year.  
That is quite average.  But for the portfolios 
overall to end the year close to its historic 
average is actually quite unusual.  Market 
volatility has produced a wide range of annual 
returns, with many way above average and 
some way below average. Interestingly, very 
few have actual been average or even close.

In the end, the facts that the economy 
has done as well or better than expected, 
unemployment remains low, inflation has 
come down considerably and appears to 
be under control, and company profits have 
been sound, have lifted prices – both stocks 
and bonds.  But these facts have not changed 
materially.  What has changed is the mood. 

The mood turned from Fear to Greed and 
remains in the Greed range for now.  (Yes, 
there is a measurement for this).  Again, the 
emotions of the day carry more weight than 
the facts.  We just happen to have set aside 
the doom and gloom and replaced it with 
optimism.  Yet again.

The important lesson here is that one must 
separate the emotions from the facts.  The 
facts will dictate the trajectory of prices, 
but the emotions will determine the extent 
of volatility around this trajectory.  In other 
words, the falling prices were not a reason to 
sell, and rising prices are not a reason to buy, 
not on their own.  Most fluctuations are due to 
emotions.  The reason to sell or buy is based 
on the fundamentals of the investment.  So, 
no matter how difficult it is, it is critical that 
one focuses on the long-term fundamentals. 

Looking forward, we are positive on the short 
term, given the positive emotions prices,  and, 
much more importantly, remain positive in the 
medium and long term. We continue to invest 
new funds (finding some good opportunities) 
and monitor our positions closely.

                                        

Have a great month and let us know if there is 
anything we can do for you,

 - Meir & Adam



The information contained herein has been provided by Meir Rotenberg, Senior Investment Advisor and is for information purposes only. The information has 
been drawn from sources believed to be reliable. The information does not provide financial, legal, tax or investment advice. Particular investment, tax, or trading 
strategies should be evaluated relative to each individual’s objectives and risk tolerance.

Commissions, trailing commissions, management fees and expenses all may be associated with mutual fund 
investments. Please read the fund facts and prospectus, which contain detailed investment information, before 
investing. Mutual funds are not covered by the Canada Deposit Insurance Corporation or by any other government 
deposit insurer and are not guaranteed or insured. Their values change frequently. There can be no assurances 
that a money market fund will be able to maintain its net asset value per unit at a constant amount or that the full 
amount of your investment will be returned to you. Past performance may not be repeated. 
Index returns are shown for comparative purposes only. Indexes are unmanaged and their returns do not include any sales charges or fees as such costs would 
lower performance. It is not possible to invest directly in an index.
Certain statements in this document may contain forward-looking statements (“FLS”) that are predictive in nature and may include words such as “expects”, 
“anticipates”, “intends”, “believes”, “estimates” and similar forward-looking expressions or negative versions thereof. FLS are based on current expectations and 
projections about future general economic, political and relevant market factors, such as interest and foreign exchange rates, equity and capital markets, the 
general business environment, assuming no changes to tax or other laws or government regulation or catastrophic events. Expectations and projections about 
future events are inherently subject to risks and uncertainties, which may be unforeseeable. Such expectations and projections may be incorrect in the future. 
FLS are not guarantees of future performance. Actual events could differ materially from those expressed or implied in any FLS. A number of important factors 
including those factors set out above can contribute to these digressions. You should avoid placing any reliance on FLS. 
TD Wealth Private Investment Advice is a division of TD Waterhouse Canada Inc., a subsidiary of The Toronto-Dominion Bank. 
®The TD logo and other TD trademarks are the property of The Toronto-Dominion Bank or its subsidiaries.  BC24-165

Meir J. Rotenberg, MBA, CFA® 
Senior Investment Advisor  
TD Wealth Private Investment Advice
T: 416 512 6689
meir.rotenberg@td.com

Adam D. Shona, B.Comm 
Investment Advisor
T: 416 512 7645 
adam.shona@td.com

Nelson Gordon 
Client Relationship Associate
T: 416 512 6813 
nelson.gordon@td.com

Jon Bentley  
Client Service Associate 
T: 416 308 7064 
jon.william.bentley@td.com

TD Wealth Private Investment Advice
5140 Yonge Street, Suite 1600 
North York, Ontario M2N 6L7
Fax: 416 512 6224  
Cell: 416 602 1614 
Toll: 800 382 4964


